
February 3,2010

VIA ELECTRONIC COMMENT FILING SYSTEM (ECFS)

Ms. Marlene H. Dortch
Office of the Secretary
Federal Communications Commission
445 12th Street, SW
Suite TW-A325
Washington, DC 20554

RE: EB Docket No. 06-36 - CPNI Certification and Accompanying Statement

Dear Ms. Dortch:

On behalf of W. T. Services, Inc., please find the attached annual CPNI certification and
accompanying statement which is being filed pursuant to Commission Rule 64.2009(e).

Should you have any questions or need further information, please contact me at (512) 343
2544.

Sincerely,

~
Jean Langkop
Authorized Representative of
W. T. Services, Inc.

JLjpjf

Attachments

cc: Best Copy and Printing, Inc (via email FCC@BCPIWEB.COM)
Mr. Thomas A. Hyer, W. T. Services, Inc.



M.arlene I-I. Dortch, SecretarY
l?ederal Conununications C01'nmission
Office o!tbe Secretary
445 12th Street, SW
\Vasbington, DC 20554

Amnu1l47 e.F.It. § 64.2009(c) CIINI Certification
En Doc]u~t 06..36

AnnuaIM,2009(e) CPNI CertH1cation for 2010 covering the pdor calendar j'eal" 2009

Date ofexecution: Jnnuiltl',)' 27, 2010

Name OfColllpaUj'Covered b)' tIllS certification: W.l'. Ser'vices, Inc.

Fornl 499 FUer ID: 803043

Nmne ofOffieer signing: TbollU1S A. RyeI'

Tide ofOft1.cer signing: l'rcsidcnt

I, Thomlls A. Hycr,certif)' that I am an officer of the Compa.nj' llanlcd above, and
acting as an agent of tbe Compan)', that I have personal kl1o".vledgc that the Company has
established ol,erating procedures that are adequate to ensure compliance with the Commission's
CPNI rules. 41 C,F,R. § 64.2.001 et seq.

Attaclled to this cel'tHlcation as Exhibit 1 is au accompan)'ing statement explaining ho\'~

the Corn.,pany's procedures ensure that the Company is hI compliance ",,'itIl the requirements set
fortb in section 64.2001 et seq. oithe Commission!s rules, .

TIle Company bas not taken any actions (proceedings instituted or petitions filed by a
company at either SUtfe .commisslon~ the court s)'steln. or at tbe Commission against dat~\

brokers) against data brokers in the past year.

The CmllpiUl)~ Ems not received allY customer complaints in the past year concerning the
unauthorized release ofCPNI.

The company represents and \\1WTants that the above certification is consistent with
47.C,F.R. § 1.17 whieh requires truthful and accurate statenlents to the Commission, The
cOUlpanjf also ackno\'vledges that false statements and misrepresentations to the Commission are
punishable under Title 18 of the Code and may subject it to enforcement action,

Si.gned_.__= _

cc: Best Copy and Printing! Inc.



Exhibit 1
,v. "I'. SERVICES•. INC.

STATEMI<~NT EXIlLAINING HO\V THE COMPAl\rytS OPERA'rING PROCEDURES
ENSURE C01\fI'L1ANCE "'1TH. THE FCC'S ePNI RULES

CPNI is defined in Section 222({) of the Communications Act as (A) infol1l1ation that relates
to the qu.antity, technical configuration, type, destination, and amount of use of a
teleeoimnunications service subscribed to by any customer of a telecommunioations (;arrier~

and that is made available to tbe carrier by the eustom.cr solely by virtue of the carrier
customer relatiollship; and (B) informatkul contained in the bills pertaining to telephone
eKclnmge service or telephone toll service received by a customer of a carrier (eKcept that
CPNI does not include subscriber list infomlation).

OeneraUYt CPNI includes. personal information regarding a cOIlsuIm::r's use of his or her
telecommunications services. CPNI encompasses inforl1ll1tion such as: (al the telephone
numberscaUed by a consumer; (b) the telephone numbers caHillg a customer; (c) the t:il1le~

location and duration o1'a consumer's outbound and inbound phonecal.Js, and Cd) the
tclccomm'Lmications and infomlation services purchased by a consumer.

Can detaU information (also k'llO\Vl1 as "call records") is a category of CPNI that is
particuhuly SCl1si.tive from a privacy standpoint and that is sought b,}" pretexters, haekers and
other unauthorized entities tbr illegitimate purposes. Call detail includes any information
that pertains to the transmission of a specific telephone caU, including thc numbel" caned (for
outbound calls), the number from which dIe caU \\'as placed (for inbound cans), and the date,
time, location and/or dtu-ation ofthe can (for all calls).

TI.IC Compau)' recognizes that CPNI includes infomultion that is personal and individuaHj'
identifiable., and that privac)' concerns havc led Congress and tbe FCC to impose restrictions
upon its use and disclosul."C, and upon the provision of access to it by individuals or entities
inside and outside the Compally,

The COl11pany bas desigl'latcda CPNJ Compliance Officer who is responsible for: (1)
communicating with the Compants attomeys and/or consultants regarding CPNI
responsibiJities, requirements and restrictions; (2) supervising the training of Comparlij'
empJo)'ees and agents \vlu;) use or bave access to CPNI; (3) supervising tbe usc, dlselosure,
distribution or access to the Compan)'~s CPNI by independent contractors and joint venture
partners; (4) maintaining records regarding the use of CPNI in marketing campaiglls; and (5)
receiving, reviewing and resolving questions or issues regarding usc, disclosure" distribution
or provision ofaccess to CPNI.



C(mJipE'm)' elnployees and agents that mel)' deal wIth CPNJ have been infonned that there are
substantial federal restrictions upon CPNI use~ distribution alld access. In order to be
authorized to use or access the CompallY~s CPNI~ eUlph»'ecs and agents must receive
training with respect to the requirements of Section 222 of the Conmumications Act and the
Fees CPNJ Rules (Subpart ofllart 64 ofthe 11CC Rul.e.s).

Before an flgent~ independent contractor orJoint venture partner may receive or beaUowed to
access or use the Company's CPNI, the agent!s, independent contractor's or joint venture
partner!s agreement with the COmpan)l must contain provisions (or the Coml,any and the
agent~ independent contractor or joint venture partner must enter into an additional
confidentiality agreement which provides) that (a) the agent l independent contractor orjoint
venture partner may use tl1e CPNI only for tIle purpose for \\'hich the CPNI has been
provided; (b) the agent~ independent contractor or joint venture partner may not disclose or
distribute the Cl)]\U to, oraUowaccess to the CPNI by, any oHler party (unless the agent"
independent contractor or Joint venture partner is expressl:;' and speciUcalI)' required to do so
by a COllrt order); and (e) the agent, independent contractor or jOillt venture partner must
implemtmtapproprlate .and specific safeguards acceptable to the Company to ensure tbe
confidentiality of the Company!s CPNI.

1. The Company may, after recei.ving an appropdate\vrllten request from a customer,
disclose or provide the customer;s CPNI to the eustOJllCr by sending it to the c,ustomer!s
address or record. All~{ and aU such Cu.st0111er requ.ests: (1) must be Iuude in \.vriting; (2) must
include the customer~s correct blUing name and address and telephone number; (3) must
specif}' exactly what t)l])e or tjlpes of CPNI must be disclosed or provided; (4) rnust specify
the time pedod for which the CI>Nl must be disclosed or provided; and (5) must be signed by
the customer. TIlt: Compau)' w'ill disclose CPNI upon affirmative written requ.est bytbc
customer to any person designated by the customer, but only after the Company ealls the
customer~s telephone number of record and/or sends a notification to the customer's address
of record to ,'crir), the accuracy ofthis fe,quest.

2. The Compan}' ""lUI provide a customer~s phone records or other CPNI to a law
enforcement agency in accordance with applicable legal requirements.

Since Decembcr 8, 2007, the Company retains aU customer pass\\'ords and "shared
secret'~ qucstiot'i~answer combinations in secure files that may be accessed only b)' authorized
Company emplo)'ces ,\;\'110. need such information in order to authenticate the identit), oJ
CuslOluers requestingeaU dctail il1iormation over tbe telephone.

Since December 8, 2007, Company employees authenticate all telephone requests for
CPNI in the sante manner \'Iofhether or not the CPJ.,U consists of caU detail infom18tion. That
is; Company employees must: (a) be furnished the customer's pre-established password (or
correct ans\'Vers to the back..up "shared secret'~ combinations); (b) send the requested
information to the customer's postal or electronic "address ofrecord'" (see definition above);;'



01' (C) can the customer back at the custc)mer's "telephone nun1ber of record!' (see definition
above) \\'lth the requested intbm~ation.

5. Ifa customer subscribes to multi.plc services offcred by the Company and an affiliatc, the
Company is permitted to shore the customer's CPNI regarding such services \\lith its affiliate.
If a customer does not subscribe to any telecommunications Or non~telecoml'll1unications

services offered by an aflJUllte, the Com.pan}' is not permitted to share the cllstmncr's CPNI
\'¥ith the aftiliate \vlthout the customer's consent pursuant to the ~lpprol)riate notice llnd
approval prc,c:edures set forth in Sections 64.2007,64.2008 and 64.2009 oftlle FCC"s Rules.

6, '\'hen an existing; eustonlcr calls tbe Company to inquire about or order new~ additional or
modified services (in-bound marketing), the Company ma~f use the customer's CPNI other
than caU detail CPNI 10 assist the customer for the duration of the customer's call if the
Company provides the cust(lmel' with the oral notice required by Sections 64.2008(c) and
64.2008(1) of the FCes Rules and after the Company authenticates the customer.

Since December 8, 2007, the Company discloses or rele:Wles call detail intormation to
customers during <.:.l,xstomer-initiatcd telephone contacts onl)' \\'hen the customer provides a
pre~estl3iblished password. If the customer docs not provide a pass"\"ord, call detail
information is released a,nily b)' sending it to the customer~saddres5 of record or by the
carner calling the customer at tbe telephone 11umber of ret;ord, If the c-ustomer is able to
provide the COmpatlY during a customer-initiated telephone caU, aU of the can dctail
information nece.ssary to address a eustomer service issue the telephone number caned,
when it\\'iS caned) ~md~ if applicable) the amount charged for the call) without Compa.n)'
assistance, then the COlnpuny may take routine cust0.111Cr service actions related to such
infom'lation. (However. under this circumstance,. tbe Compan>' may not disclose to the
eustomer any caU detail information about the customer account other than the call detail
information that the customer provides '\~thout the customer nrst providing a password.'

7. 'rhe COn1llany has ado~ted a poUC)' that it does not and ,,,,,m not use, disclose, or permit
access to CPNI In connection with Compan}'-initiated uUlirketing of services to which a
customer does not alread>' s.ubscribe from the COlnpany (out-bound marketing).

8. The Company maintains appropriate puper and/or electronic records lIlat alIo"'v' its
cmp,loyees, independent contractors and joint venture partners to clearly establish the status
of eacll customer's Out-out and/or Opt~Ill approvals (if any) prior to use of the customer's
Cl)NI. Th,esc records include: (1) the dute(s) oran>' and aU of the customer's deemed Opt-Ollt
approvals andlor Opt-il1a.pprovals~ together with the dates of any modifications or
revocations of such tlpprovals; and (ii) the type(s) of CPNI access. disclosure and/or
distribution ullproved by the customer.

9. Before a custOlner)s CPN~ can be used in an out-bound marketing activity or campaign,
the Company's records rnust be checked to determine the status of the customer's CPNI
approval. Comlnmy employees, i.ndependent contractors and joint venture partners are



required to notify the CPNI Compliance Officer of any ac;cessj ac:curacj' Of' security problems
they encounter \"!,'!tIl respect to these records.

If new, additional or extended approvals are nccessary~ the ePNI Compli~lnce Otliccr will
determine whether tbe Compal1),ls l'Opt..Out CPNI Notice" or HOpHn CPNI Notice" must be
used 'with respect to various pro'posed outwbound marketing activities,

EO. The CPNI Compliance Officer \\li1l maintain a record each out"bound marketing
activity or campaign, including: (1) a description of the campaign; (Ii) tbe specific CPNI that
was used in the campaign; (iii) the date and purpose of the campaign: and (l.v)\vbatproducts
and se.rviecs were offered as part of tbe campaign. This record shall be maintained for a
ntinimul't1 ofone year,

1I, i'he Company's emploj'ces and billing agents m.ay use CPNI to initiate, fender. bill and
collect lor teleColllmunicaHons services, The Company may obtain info:rrnatl.on f1'Om. new 01'

existing customers that may constitute CPNE as p,art of applications or requests for flew.
additional or modified services, and its employees and ,agents may usc such customer
infonnation (without further custoule:r approval) to initiate and provide the services,
Likewise, the Company's employees and bIlling agents may use customer service and calling
records (\vitbout customer approval): (a) to biH customers for services rendered to them; (b)
to investigate and l'esolvedhlJlutes with customers regarding their bills; and (c) to pursue
legal, arbitration, or otber processes to collect late or unpaid bills from customers.

12, The Compan)fl s enlployees and agents lm~y use CPNI without customer approval to
protect the Compaf.ly'S rights or property, and to protect users and other carriers from
fraudulellt, abusive or megal use of (or subscription to) the telecommunications service 110m
which the CPNI is dedved.·
Because allegations and investigations of fraud, abuse and illegal use constitute very
sensitive matters,any access, use, disclosure or distlihution ofCPNI pursuant to this Section
must be expressht approved in advanc;e and in\vriting b~t the Company's CPNI Compliance
Offi.cer, .

J3, #111e Company's employees, agents, independent contractors and joint venture partners
may NOT use CPNI to identify or track customers who have made cails to, or received cans
from I compedng carriers. Nor ma:;{ the COlnpan)t's employees, agents I independent
contractors or joint venturepartncrs use or disclose CPNI for personal reasons or profit.

14. Company pone)' mandates that files containing CPNI be maintained in a secure manner
such that they cannot be used, accessed,. disclosed or distributed by unauthorized individuals
or in an unauthorized manner.

15. Paper files containing CPNI arc kept in secure areas} and may not be used, removed, or
copied in an unauthorized manner.



16. Company cl11p]oyec:s~ agents. independent contractors llnd joint venture partners are
required to notify the CPNJ Compliance Officer of any access or sec>urity problems the)'
ellcounter \\;tl1 respect t() mes containing CI)Nl

11. The Compan)l may penuh hs customers to establish online accounts. but must require an
approprinte pnss\vord to be furnished by the customer betore he or she cannccess any CPNI
in his or her online account. SInce December 8. 2007, pass\""ords may NOT be based upon
readily obtainable biographical information (e.g., the custonler's name! mother's maiden
name~ social secudt)· number or date of birth) or account infonnation (e,g" the customer's
telephone number or address).

lit Since December 8, 2007, customers may obtain. an iniUalor replacement password: (i) if
they come in person to the Company's business office~ produce a driver's license, passport or
other governmcnt..Jssued identification vcdf}!ing thel.r identity,and correctly answer certain
questions regarding their service and address; or (H) if theycilU a specified Compan)'
telepholle number fh:ml their telepllOne number of record, and tbCJl wait at dmt number until
a Companj' representative caUs them back and obtains correct answers to certain questions
regarding their service and address,

19, Since December S, 2007, the Compan)' wUl notify custOlllerS immediately of certain
changes in their aCcotUlts tbat may atlect privacy or secudty matters.

a, The types ofchanges that require immediate notification include: (a) change or request
for change of the customer'S pass\\'ord; (b) ebange or request for change of tbe
eustomer's address ofrecord; (0) change or request for cluUlgeofany significant element
of the custon'lcr!s online 8.ccount; and (d) a change or request for change to the
customer's responses with respect to the back~up means of authentication for lost or
forgotten passwords,

b. The notice may be provided by: (a) a Cornpany call orvoicemaH to tbe eustomel'~S

telephone number of record; (b) a Company text message to the eu.stomer's telephone
nUlllber of record; or (c) 11 \,,;ritten notice mailed to the cllstcuner's address of record (to
the customer's prior address of record if the change includes a change ill the customer's
tlddress of record).

c. The notic.e must identify only the general type of change and must not reveal the
changed information,

d. The Compan,i' emploJ,lce or agent scndi.ng thc notice must prepare and furnish to the
CPNI Compliance Offi.cer a memorandum conta.ining: (n) the: name, address of record,
and telephone number of record of the customer notified; (1)) llicop~t or the exact wording
of the text message, \vritten notice, telephone message or voicemail message comprising
the tltltice; and (c) the date and time that the notice was sent



20. Since December 8. 2001. the COfnpany must provide an initial notice to la\venforcement
and a subsequent notice to thccustomcr if a securit)' breach results in the disclosure of the
cust.omer's CPNI to a third part)" \\'hhout the customer's authorization.

a, As soon as practicable (and in 110 event mOl'e than seven (7) dll)'S) after the Company
discovers that a person (\vithout authorization or exceeding authorization) has
intentionally gained access to, used or disclosed CPNI. the Company lnustprovidc
electronic notif1c·ationof sucb breach to t.he United States Secret Service and to the
Federal Bureau of Investigation via a central reporting facility accessed through a link
maintained by the FeCal Ilttp:{I\vw\v,l'be.gov/eblcRui.

Since December 8. 2007. the Company will provide customers with access to CPNI at its
retail locatiOllS tbe customer presents a valid photo 10 and the valid photo ID nUdches tIle
name on the nCC(lunt.

Since Dec·ember 8.2007. the Company takes reasonable measures to discover and protect
against activity that is indicative of prc,texting incl.udh'lg requidng Company e:mployees,
agents, independent contractors and joint venture partners to notif}r the CPNI Compliance
Officer immediately by voicc, voiccInaU or email 011 Ca) any suspicious ~)r unusual call
requ.esting a customer~s call detail infonnation or other CPNI (i.neluding a can where the
caUer fumishesl:tn incorrect password or incorrect ans\ver to o·ne or both of the "sllared
secretn question.-answcr combinations); (b) iUl~' suspic.ious or ul1l.1s\.ud attempt by an
individual to change a customer's password or account information (includhlg. providing
i.nadequate or inappropriate identification or incorrect "address or record.u

~'lelephone

number of record" or other significant service information); (c) any and aU discovered
ins·tooices where access to the COnlpan)"S electronic flies or databases containing pass\\'ords
or CPNlwtts denied due to the provision of incorrect login!! and/or passwords; and Cd) llny
complaint by a customer of unautborized or in!3:pproprlate use or disclosure of or her
CPNL The CPNI Compliance Officer\\1.U request further information in \-vdUng, and
investigate or supervise the investigation oft any incident or group of incidents that
reasonably appear to entail pretexting,

IV. CPN! Ccnnpliaucc Officer

Innddidon to the specific malters requh'ed to be l'e'\liewed and allproved by the Company!s
CPNI Compliance Officer,emp]oyees and agents. independent contractors and joint venture
partners are strongly encouraged to bring any and aU other questions, issues or uncertainties
regarding the disclosure. or access toCPNI to the attention of the Company's CPNI
Compliance Officer for ~tppropl'iate investigation. re'ltie\'v und guidance. The extent to which
a particular em.pl.oyee or. agent brou.ght a CPNI matter to the attention of the CPNI
CompUance Officer and receh·'cd appropriate guidance is a material consideration in all,Y
discipUnal1' action brought against the employee or agent for impermissible use, disclosure
or access to CPNl



The COmpan)f has informed its emplo,yees and agents, independent contractors and joint
venture partners that it considers compliance with the Communications Act and FCC Rules
regarding the uset disclosur(,\ and access to ePNI to be very ini1portant

Violation by Compan)' employees or agent.s of such CPNI requirements ""iU lead to
disciplinlll)' action (including remedial training, reprhnands, unfavorable performance
reviews:; probation, and termination):; de~pending upon the circumstances of the violation
(including the severity of the violation:; 'Nhether the violation was 11 flrst dnle or repeat
violation, whether appropriate guidtmce was sought or received fronl the CPNI Compliance
Offl.cer:; and the extent to \vhich the violation was or \vas not deliberate or malicious),

Violation by Company independent contractors or joint venture partners of sucb CPNI
requirements \Yin lead to prompt disciplinary action (up to and including renl00i.al training
and termination of thecontJ1l<:l).


